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Detailed Action 

New grounds of rejection are set forth below responsive to 
Applicant's amendments and arguments. 

The following is a quotation of 35 U.S.C. 103(a) which forms the 
basis for all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a 
whole would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

Claim 1-31 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Angelo et al. (U.S. Patent 5,850,559) in view 
of Klein (U.S. Patent 6,532,510). 

As per independent claim 1: 

Angelo discloses the invention substantially as claimed: 

Angelo teaches a programming code for execution while a 
computer system is in system management mode (SMM), the 
code comprising: 

• one or more instructions executable while the computer 
system is in SMM [e.g., see "SMI places the computer in 
system management mode, causing an SMI handler to 
routing to be executed. In turn, the SMI handler responds 
by executing all applications registered with the application 
registrar. Importantly, the registered applications are 
verified and executed in a secure manner" and associated 
discussion col. 3, lines 61-67; see col. 13, lines 5-14]; 



Non Final Rejection - Paper #6 



Application/Control Number: 

09/853,234 

Art Unit: 2126 



Page 3 



• an entry or exit location [e.g., entry and exit locations are 
inherent for any executable code or application, as disclosed 
above - see "registered applications"]; and 

However, Angelo does not explicitly teach the following 
additional limitations: 

Klein teaches the use of at least one of an entry location for re- 
entering SMM substantially after the one or more instructions and 
an exit location for interrupting SMM substantially after the one or 
more instructions,, as claimed, i.e., Klein teaches a system for 
processing different priority (i.e., nested) SMI interrupt requests, 
substantially as claimed [e.g., see "first, second, and third SMI 
handler routines" and associated discussion beginning, col. 4, line 
11; also see col. 4, SMI interrupt priority discussion begging line 
29; see also fetching instructions for 2 nd & 3 rd SMI handler 
routines, col. 6, line 41-67]. 

It would have been obvious to one of ordinary skill in the art at 
the time the invention was made to improve upon the system 
taught by Angelo by implementing the improvements detailed 
above because it would provide Angelo's system with the 
enhanced capability of "implementing time-sensitive applications 
using system management mode" [e.g., see Klein, col. 2, lines 
10-11]. 

As per dependent claim 2: 

Angelo, as modified by Klein, teaches: 

• another entry or exit location placed after the one or more 
additional instructions executable while the computer 
system is in SMM [col. 8, lines 11-29 - see discussion of 
loading a new address into the microprocessor's SMI starting 
address register; see also Klein - e.g., fetching instructions 
for 2 nd & 3 rd SMI handler routines, col. 6, line 41-67]; and 
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• one or more further instructions executable while the 
computer system is in SMM [Angelo discloses a plurality of 
registered applications that are securely executed in SMM, 
e.g., see discussion col. 3, lines 61-67; it is inherent that 
any executable application is comprised of "one or more 
executable instructions," as claimed; see also col. 13, lines 
5-14; see Klein - see fetching instructions for 2 nd & 3 rd SMI 
handler routines, col. 6, line 41-67]. 

As per dependent claim 3: 

Angelo, as modified by Klein, teaches: 

• the entry or exit location includes both an entry location and 
an exit location [e.g., see discussion of SMI starting address 
register, col. 8, lines 14-17]; and 

• the another entry or exit location includes both another 
entry location and another exit location [see col. 8, lines 11- 
29 - see discussion of loading a new address into the 
microprocessor's SMI starting address register; see also 
Klein - e.g., fetching instructions for 2 nd & 3 rd SMI handler 
routines, col. 6, line 41-67]. 

As per dependent claim 4: 

Angelo, as modified by Klein, teaches the entry or exit location 
includes both an entry location and an exit location [inherently 
part of an SMI handler; also every executable program inherently 
has an entry location and an exit location; see Klein prioritized 
SMI discussion col. 6]. 



As per dependent claim 5: 

Angelo teaches the programming code is stored in a memory 
[col. 8, lines 11-15]. 
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As per dependent claim 6: 

Angelo teaches the memory is a BIOS ROM [col. 6, lines 58-60]. 
As per dependent claim 7: 

Angelo teaches the programming code is stored in SMM space 
[col. 8, lines 1-29]. 

As per independent claim 8: 

This claim is rejected for the same reasons detailed above in the 
rejection of independent claim 1, and also for the following 
additional reasons: 



Angelo, as modified by Klein, teaches a method of operating a 
personal computer system while in SMM, the method comprising: 

• executing one or more instructions of SMM code routine 
while the personal computer system is in SMM [e.g., see 
Angelo: "SMI places the computer in system management 
mode, causing an SMI handler to routing to be executed. In 
turn, the SMI handler responds by executing all applications 
registered with the application registrar. Importantly, the 
registered applications are verified and executed in a secure 
manner" and associated discussion col. 3, lines 61-67; it is 
inherent that any executable application is comprised of 
"one or more executable instructions" - see also col. 13, 
lines 5-14; Klein teaches executing one or more instructions 
of SMM code routine while the personal computer system is 
in SMM - see discussion col. 6]; 

• exiting the SMM code at an exit location not at the end of 
the SMM code routine [see Klein where the computer is 
already in the SMM state when it is interrupted by a second 
SMI interrupt and associated discussion col. 6, lines 34-47]. 
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As per dependent claim 9: 
Klein teaches: 

• re-entering the SMM code routine at the exit location [see 
Klein col. 6, lines 34-68, re: 1 st , 2 nd , and 3 rd level SMI 
interrupt servicing and return] ; and 

• continuing executing instructions of the SMM code routine 
while the personal computer system is in SMM [Klein col. 6, 
lines 48-68 discussion]. 



As per dependent claim 10: 

Klein teaches, upon entering SMM, beginning executing 
instructions of the SMM code routine for a first time at a location 
other than a start of the SMM code routine [see Klein col. 6, lines 
34-68, re: 1 st , 2 nd , and 3 rd level SMI interrupt servicing and 
return]. 

As per dependent claim 11: 

Klein teaches entering the SMM code routine at an entry location 
other than a start of the SMM code routine [see Klein col. 6, lines 
34-68, re: 1 st , 2 nd , and 3 rd level SMI interrupt servicing and 
return]. 

As per dependent claim 12: 

Klein teaches saving a state of the SMM code routine before 
exiting SMM [e.g., see col. 6,lines 35-40, re: saving context from 
SMI interrupt]. 

As per independent claim 13: 

This claim is rejected for the same reasons detailed above in the 
rejection of the preceding independent claims, and also for the 
following additional reasons: 
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Angelo, as modified by Klein, teaches a computer readable 
program storage device encoded with instructions that, when 
executed by a personal computer system, performs a method 
operating the personal computer system while in SMM, the 
method comprising: 

• executing one or more instructions of SMM code routine 
while the personal computer system is in SMM [see Angelo 
SMI handler and associated discussion col. 13, line 2; see 
discussion of secure execution of registered applications in 
system management mode, col. 32, lines 60-67; also col. 
13, lines 6-8; see Klein col. 6 SMM and SMI discussion]; 

• exiting the SMM code at an exit location not at the end of 
the SMM code routine [e.g. see Klein where the computer is 
already in the SMM state when it is interrupted by a second 
SMI interrupt and associated discussion col. 6, lines 34-47]. 

As per dependent claim 14: 

Angelo, as modified by Klein, teaches the method further 
comprising: 

• re-entering the SMM code routine at the exit location [see 
Klein where the computer is already in the SMM state when 
it is interrupted by a second SMI interrupt and associated 
discussion col. 6, lines 34-47]; and 

• continuing executing instructions of the SMM code routine 
while the personal computer system is in SMM [see Klein 
col. 6, lines 34-68, re: 1 st , 2 nd , and 3 rd level SMI interrupt 
servicing and return]. 

As per dependent claim 15: 
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Angelo, as modified by Klein, teaches the step of, upon 
entering SMM, beginning executing instructions of the SMM code 
routine for a first time at a location other than a start of the SMM 
code routine [ see Klein where the computer is already in the 
SMM state when it is interrupted by a second SMI interrupt and 
associated discussion col. 6, lines 34-47]. 

As per dependent claim 16: 

Klein teaches entering the SMM code routine at an entry location 
other than a start of the SMM code routine [see Klein col. 6, lines 
34-68, re: 1 st , 2 nd , and 3 rd level SMI interrupt servicing and 
return]. 



As per dependent claim 17: 

See the rejection of claim 12 above. 



As per independent claim 18: 

This claim is rejected for the same reasons detailed above in the 
rejection of the preceding independent claims, and also for the 
following additional reasons: 

Angelo, as modified by Klein, teaches a method of operating a 
personal computer system while in SMM, the method comprising: 

• entering SMM [Angelo, col. 3, line 62; see Klein col. 6 
discussion]; 

• loading an SMM code routine at an entry location other than 
a start of the SMM code routine [see Klein col. 6, lines 34- 
68, re: 1 st , 2 nd , and 3 rd level SMI interrupt servicing and 
return]; and, 

• executing one or more instructions of the SMM code routine 
while the personal computer system is in SMM, beginning at 
the entry location other than the start of the SMM code 
routine [see Klein col. 6, lines 37-40]. 
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As per dependent claim 19: 

Angelo teaches exiting the SMM code routine at an end of the 
SMM code routine [see SMI shutdown handler, col. 4, lines 46- 
52; see Klein col. 6, line 19]. 

As per dependent claims 20, 22: 

See the rejection of claim 12 above. 

As per dependent claim 21: 

Klein teaches exiting the SMM code routine at an exit location 
other than an end of the SMM code routine [e.g. see Klein where 
the computer is already in the SMM state when it is interrupted 
by a second SMI interrupt and associated discussion col. 6, lines 
34-47]. 

As per dependent claim 23: 

Klein teaches reloading a saved SMM state upon entering SMM 
[e.g., see col. 6, context restoring discussion, beginning, line 34]. 



As per dependent claim 24: 

Klein teaches reloading the saved SMM state upon entering SMM 
comprises reading an entry of a storage location that provides an 
address to a location of the saved SMM state [e.g., e.g. see Klein 
where the computer is already in the SMM state when it is 
interrupted by a second SMI interrupt and associated discussion 
col. 6, lines 34-47]. 



As per independent claim 25: 

This claim is rejected for the same reasons detailed above in the 
rejection of the preceding independent claims, and also for the 
following additional reasons: 
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Angelo, as modified by Klein, teaches a computer readable 
program storage device encoded with instructions that, when 
executed by a personal computer system, performs a method 
operating the personal computer system while in SMM, the 
method comprising: 

• entering SMM [Angelo col. 3, line 62]; 

• loading an SMM code routine at an entry location other than 
a start of the SMM code routine [Angelo see discussion of 
secure execution of registered applications, col. 32, lines 60- 
67; Klein - see fetching instructions for 2 nd & 3 rd SMI 
handler routines, col. 6, line 41-67]; and 

• executing one or more instructions of the SMM code routine 
while the personal computer system is in SMM, beginning at 
the entry location other than the start of the SMM code 
routine [see discussion of secure execution of a plurality of 
registered applications, col. 32, lines 60-67; Klein - see 
fetching instructions for 2 nd & 3 rd SMI handler routines, col. 
6, line 41-67]. 



As per dependent claim 26: 

See the rejection of claim 19 above. 

As per dependent claims 27 & 29: 

See the rejection of claim 12 above. 

As per dependent claim 28: 

See the rejection of claim 21 above. 

As per dependent claim 30: 
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Klein teaches reloading a saved SMM state upon entering SMM 
[e.g., see reloading the hash table used to verify application 
integrity and associated discussion col. 4, lines 12-14; Klein 
teaches fetching instructions for 2 nd & 3 rd SMI handler routines, 
col. 6, line 41-67; e.g. see Klein context saving (and restoring 
upon return from SMI) where the computer is already in the SMM 
state when it is interrupted by a second SMI interrupt and 
associated discussion col. 6, lines 34-47]. 

As per dependent claim 31: 

Angelo inherently teaches that the reloading of the saved SMM 
state upon entering SMM comprises reading an entry of a storage 
location that provides an address to a location of the saved SMM 
state [e.g., see reloading the hash table used to verify application 
integrity and associated discussion col. 4, lines 12-14; Klein 
teaches fetching instructions for 2 nd & 3 rd SMI handler routines, 
col. 6, line 41-67]. 
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Prior Art not relied upon: 

Please refer to the references listed on the attached PTO-892 
which are not relied upon in the claim rejections detailed above. 
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